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Forensic Fundamentals
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System Forensics

"Gathering and analyzing data in a
manner as free from distortion or bias
as possible to reconstruct data or what
happened in the past on a system [or a

network]"

Dan Farmer / Wietse Venema (1999)
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Dan Farmer / Wietse Venema are generally credite8q)L@ith the creation of computer forensics
as we know it today. They are also the authomef of the fist freeware tools for doing forensics
named The Coroner's Toolkit (TCT). While this tealt has generally been expanded and enhar

by many others, it certainly is the basis of mod=ymputer forensics at least within the *NIX world.
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Forensic Methodologies

¢ Traditional Forensics

— Analyzing a “dead” system that has had it's power
cord pulled

— Least chance of modifying data on disk, but “live”
data is lost forever

e Live Forensics (Often Incident Response)

— Methodology which advocates extracting “live”
system data before pulling the cord to preserve
memory, process, and network information that
would be lost with traditional forensic approach

— Goal is to minimize impacts to the integrity of the
system while capturing volatile forensic data
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Forensic methodologies, generally fall into twodda@amps.

The first is the “pure” pull-the-plug traditionadfensic methodology advocated for many years by
most of the law enforcement community. This metlsogreat for preserving data on disk, but you
lose allot of volatile data which may be useful.siillful attacker may never even write their files

disk. A real world example of this is the code veatm.

The second methodology, live forensics, recognizes/alue of the volatile data that may be lost
a power down and seeks to collect it from a runsiygiem. As any such action will in some mino
ways later the system, it is not pure in forensiois. Many people, including the author of this
presentation, feel this is an acceptable traddueéfrgthe value of the data that can be collectethfr

a running system (with minimal impacts).
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Forensic Volatility

* Forensic Data Collection e QOrder of Volatility

— Collects data to be used — Memory
for later analysis

— Live forensics focuses on — Swap File
collecting the most — Network Processes

volatile information first — System Processes
— Response can then

continue further, or you — File SYSte_m
power down for a Information
traditional response — Raw Disk Blocks
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Data on a system has an order of volatility. Ineyal, data from the memory, swap space, network
processes, and running systems processes is the/otie and will be lost on system reboot
Raw file system information and data within the digk blocks are generally the least volatile
Whenever you collect data, you want to collectrtiwst volatile first before proceeding to the
least volatile. The order of volatility is as f@iNs:

Order of Volatility
Memory

Swap File

Network Processes
System Processes

File System Information
Raw Disk Blocks
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Traditional Forensics

e Traditional forensics focuses on
collecting and analyzing information
from “dead” file systems (Read Only)

— Locating, reviewing, and verifying the
integrity of “security relevant” files

— File system analysis (MAC time, file usage,
etc.)

— OS specific and often time consuming
— Usually limited to criminal cases
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Traditional forensics focuses on learning as mumbuaa” dead” file system as possible. While a
full analysis can be time consuming, doing onereaeal allot about an incident. Often times one
the most revealing thing that can be done is a MiA®© analysis to reconstruct the events of an
attack by the files accessed. While this can gdythe manipulated by a skilled attacker, few go t
this depth. In general this type of analysisnstiéd to criminal cases or for cases where the
attacker’s means of compromise was unknown anddhéis to determine how they got in.
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Traditional Forensic Tools

e Common tools (All OSes)
— The Coroner's Toolkit (TCT)

— The Sleuth Kit (TSK)

— Autopsy Forensic Browser

— EnCase (Commercial Tool Suite)

Live Forensics on a Windows System -- © 2003-2006 Monty McDougal

These are some of the more common “traditionakrisics tools. EnCase is included for
completeness — | neither use nor endorse it.




Live Forensics

e Focuses on extracting and examination of the
volatile forensic data that would be lost on
power off

e Live forensics is not a “pure” forensic
response as it will have minor impacts to the
underlying machine’s operating state
— The key is the impacts are known

e Often used in incident handling to determine
if an event has occurred

e May or may not proceed a full traditional
forensic analysis
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Live forensics is the focus of this talk, but sfiieeily in conjunction with the Windows Forensic
Toolchest (WFT). The goal of any live forensicskighould be to extract and preserve the volatil
data on a system while, to the extent possibleratise preserving the state of the system.
Additionally, this is often the first step of arcident response scenario where a handler is simply
trying to determine if an event has occurred. Béeefit of using this approach is you have a
forensically sound data collection from which togeed with a full forensic analysis if the initial
analysis indicates one is required.
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Live Forensic Tools

e Common Tools (Win OSes)

arp.exe hunt.exe ntlast.exe reg.exe
attrib.exe ipconfig.exe openports.exe regdmp.exe
auditpol.exe iplist.exe pclip.exe RootkitRevealer.exe
autorunsc.exe ipxroute.exe promiscdetect.exe route.exe
cmd.exe listdlls.exe ps.exe sc.exe
cmdline.exe mac.exe psfile.exe servicelist.exe
dd.exe mdmchk.exe psinfo.exe sniffer.exe
drivers.exe mem.exe pslist.exe streams.exe
dumpel.exe nbtstat.exe psloggedon.exe strings.exe
efsinfo.exe net.exe psloglist.exe tlist.exe
fport.exe netstat.exe psservice.exe uname.exe
handle.exe netusers.exe pstat.exe uptime.exe
hfind.exe now.exe psuptime.exe whoami.exe
hostname.exe ntfsinfo.exe pulist.exe
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Above is a list of the most common tools used faransic response on a windows system. Most
these are either free downloads or come from Madtass part of their OS / Resource kits. The

location to acquire these is all documented witheWWFT config file. A few have been deprecats
and may be difficult to locate, but that is alsaeubin the config file.
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Forensic Response Principles

e Good forensic / incident response follows
some generally accepted principles
— Maintain forensic integrity
— Require minimal user interaction

— Gather all pertinent information to determine if an
incident occurred for later analysis

— Enforce sound data and evidence collection

e A Forensic response “should” be scripted or
use a common toolkit to enforce above
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Like most things, there is generally a “right wayid a “wrong way” to live forensics. The “right
way” will generally exisbit four traits:

*Maintain forensic integrity

*Require minimal user interaction

*Gather all pertinent information to determinenfiacident occurred for later analysis
*Enforce sound data and evidence collection

One of the keys to any such response, is thatdébhsistent and verifiable. Therefore, it is hyghl
recommended that the response be automated. a&reeenumber of common toolkits which will
assist with this on a windows system. These averea on the next slide.
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Forensic Response Toolkits

e Common Tools (Win OSes)
— Windows Forensic Toolchest (WFT)

— Incident Response Collection Report (IRCR)

— First Responder’s Evidence Disk (FRED)
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These are probably three most common forensic resspwolkits for Windows. | am of course
biased towards Windows Forensic Toolchest (WFRCR has been completely rewritten

(borrowing from WFT) and is considerably more pofwkthan it was when | wrote my original
paper and WFT v1.0. If you are looking for altdiv&to WFT, this is the one | would recommend.
FRED, has a slightly different goal than IRCR or Whkut it may be useful to some people.
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Windows Forensic Toolchest
(WFT)

Live Forensics on a Windows System -- © 2003-2006 Monty McDougal
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Windows Forensic Toolchest
(WFT)

e WFT automates live forensics / incident
response
— Many people use it for auditing as well

e Runs a series of tools to collect
forensically useful information from
Windows NT/2000/XP/2003 machines

e Concept similar to TCT's Graverobber
— Or a more powerful IRCR (for Windows)
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The Windows Forensic Toolchest (WFT) was writteiptovide an automated incident response [or
even an audit] on a Windows system and collectrigerelevant information from the system. It is
essentially a forensically enhanced batch procgssiell capable of running other security tools apd
producing HTML based reports in a forensically ssamanner. A knowledgeable security person
can use it to help look for signs of an incidenhéw used in conjunction with the appropriate tools)
WFT is designed to produce output that is useftihéouser, but is also appropriate for use in count
proceedings. It provides extensive logging oftallkictions along with computing the MD5
checksums along the way to ensure that its ougpugiifiable. The primary benefit of using WFT to
perform incident responses is that it provideswpéified way of scripting such responses using a
sound methodology for data collection.

The author of this tool is open for suggestiongictsms of this tool, or offers to help improveeth
tool's config file and/or its documentation. Commteerelating to WFT can be sent to the author at
wft@foolmoon.net.

WFT and the GCFA practical paper which discussdtavailable from:
http://www.foolmoon.net/security/

Windows Forensic Toolchest (WFT) and this presénadre
Copyright © 2003-2006 Monty McDougal. All rightegerved.
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Benefits of WFT

e Provide a response that is:
— Consistent and verifiable
— Forensically sound methodology
e Minimizes system impacts*
e Enforces known binaries
e Extensive logging
e Checksums everything

— Visually appealing (HTML reporting)
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* Windows Forensic Toolchest (WFT) treads very wightly on the system it is being run on (i.e.
uses running memory and reads a couple registriesriiecause it is compiled with Visual C++, blit
not much else). The tools WFT is invoking do nategys exhibit such constraint. The tools
included in the default configuration file do noake any “significant” alterations of the systemythe
are being run on. This is described in more détdlhe author's GCFA practical

14

WFT was designed with forensic principles in mirk such it is carefully coded, statically
compiled, and written to ensure it provides extemginough logging to be useful even in a court gf
law (complete with visually appealing reporting).

WFT v2.0 is a complete from the ground rewrite dFTW1.0. In addition to several code
optimizations, version 2.0 adds an enhanced cdifdijormat including “macros”. This overcomes
previous limitations regarding chaining WFT commatmgether that were written to a dynamically
generated path. Version 2.0 also includes a nuwioeew command line options, which support
features added with this update. Additionally,sien 2.0 includes a re-vamped config file that ha
been better optimized for forensic collection (udihg more tools). Previous restrictions on
verifying cmd.exe before using the tool have besmaved to better support people who are using
WEFT for auditing purposes. While not one of thigioal design goals, WFT has proven itself quit
useful for the auditor and well as the incidenpoasler.

o
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WFT Usage

o wft [-h] [-help] [-?] [-usage]
— QOutputs usage instructions to stdout
o wft [-md5 filename]
— Outputs MD5 checksum of FILE to stdout
o wft [-fixcfg incfgfile outcfgfile]
[-toolpath path_to_tools]

— Outputs a new config file with updated MD5
checksums

— Note: Also updates v1.0 config files to the v2.0
format (except <%drive%> macros)
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wft [-h] [-help] [-?] [-usage]
Outputs usage instructions to stdout
wft [-md5 filename]
Outputs MD5 checksum of FILE to stdout
wft [-fixcfg incfgfile outcfdfile] [-toolpath path_to tools]
Outputs a new config file with updated MD5 checksum
Note: Also updates v1.0 config files to the v2.énfiat (except <%drive%> macros)

The last example of WFT usage ‘-fixcfg’ was addedension 2.0. This option is designed to fulfil
two needs:

1) Updating the MD5 checksums of all tools listedhie config file
2) Update previous config files from v1.0 formaw@.0 format.

Note While | have made every effort to perform corfflg updates in an accurate manner, it is
impossible for me to account for all possible vaigaof v1.0 config files. You need to verify that
things work as intended in the new file.
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WFT Usage, Continued

o wft [-cfg cfgfile] [-drive
drive_letters] [-toolpath
path_to_tools] [-dst destination]

[-shell cmdshell] [-noslow]

[-nowrite] [-noreport]
— Executes WFT as defined in notes
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-cfg cfdfile

Uses cfdfile to determine which tools to run (défato ‘wit.cfg’)
-drivedrive letters

Specifies the drives to be used by wft (default<tp
-toolpath path_to_tools

Defines the path where wft tools are stored (défaol*.\")
-dst destination

Defines the path that reports will be written tef@llts to *.\")

Note Destination can include macrsiagic$, $systemname$, $date$, or $time$
-shell cmdshell

Redefines shell references from cmd.exe to cmdshell
-noslow

Causes WFT not to run slow (S) executables in lefgfi
-nowrite

Causes WFT not to run executables that write (Vptarce machine
-noreport

Causes WFT not to create HTML (H) reports
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WFT Configuration File

e The power of WFT is its config file

e Defines what commands are run, how they
are run, and the order they are run in

e WFT collects what the config file tells it to

e Enforces sound forensics (checksums,
logging, known trusted binaries,etc.)

e Highly customizable and extendable by the
user to allow for specialized responses or it
can be used “as is” for a more generic one
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This is the config file format used by WFT 2.0:

ACTION EXECUTABLE MD5CHECKSUM COMMAND OUTPUT MENU DESCRIPTION
Note Each of these items is separated by a TAB (wgptece will not work).

Note Lines beginning with # are treated as comments.

ACTION tells Windows Forensic Toolchest (WFT) how to psseach line:
V  Perform MD5 verification of EXECUTABLE.

Build a COMMAND to execute.

COMMAND produces NO output to md5.

Build a HTML report.

Add a menu heading.
S Skip COMMAND if -noslow option is used.
W  Skip COMMAND if -nowrite option is used.

Note Multiple ACTIONS can be combined on a line

S T Z2zm

EXECUTABLE tells WFT what Executable this line will be using.
MD5CHECK SUM is the MD5 checksum of EXECUTABLE.
COMMAND tells WFT how to build the command line to be invdke
OUTPUT is the filename (no extension) to be used for #ve report.
MENU sets the text to be used in the Report link or Mesader.
DESCRIPTION describes the EXECUTABLE and its purpose.

18




WFT Macro Substitutions

e Version 2.0 adds new macro expansions
for COMMANDs specified at run time via
the command line, via the WFT config
file, or from the system properties
— This overcomes the previous limitation of

not being able to chain commands

— It adds new power to WFT's config file and
command line options including allowing
for dynamic drive letter expansions
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WFT 2.0 Macros:
<% executable¥% > -- the EXECUTABLE specified in the config file
<% output% > -- the value OUTPUT + "txt' as specified in the fagfile
<%toolpath% > -- the -toolpath directory specified at run timef@ddts to ".\")
<%dst% > -- the -dst directory specified at run time (defaud '.\")
<% cfg% > -- the -cfg config file specified at run time (defisuto "\wft.cfg’)
<% shell% > -- the -shell specified at run time (defaults toccexe’)
<%drive% > -- which is an expanding macro and requires furthg@lanation below

In addition to COMMANDSs, these macros also worktloa -dst arguments using '$' notation to
replace the '<%' and '%>' such$msagic$, $systemname$, $date$, or $time$

<% magic% > -- expands to '<%systemname%>\<%date%>\<%time%>Isaddne first
<% systemname% > -- system name of the computer for the current run

<% date% > -- date of the current run in the format 'MM_DD_YY"

<%time% > -- time of the current run in the format 'HH_MM_SS'

WFT 2.0 adds a new “macro expansion” option wherx# drive¥% > tag is used on a line
The -drive argument should be a list of drive Ietti® iterate through on commands

Note -drives defaults to 'C' unless specified attiore

Each line that has<? drive% > tag will iterate for each drive in the -drives amgent

Note COMMAND, OUTPUT, and MENU must all have this ti&g is being used or else output
may be overwritten (this is enforced via WFT fofetg)
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How to Use WFT In Practice

e Should be run from CD (or memory stick)

e Requires some up-front setup

— All binaries (executables and DLLs) being run need
to be copied to the CD / memory stick

— Config file may need to be customized with
appropriate tools and MD5 checksums

— Hint: You can have more than one config file

e Reports should never be written to the target
— Write to a remote computer via UNC sharename
— Write to a USB memory stick
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WFT should be run from a CD (or USB memory stigkghsure the forensic integrity of the
evidence it collects. In addition to the WFT binangers will also need to copy any external
programs it will be invoking to the CD / memorycsti The CD or memory stick media should alsg
include a trusted cmd.exe matching the versiomefone on the target system to ensure that WF
being used in a forensically sound manner. WFT war&i0 removes the requirement for this
validation in order to make the tool more useablan auditing environment.

The config file that is being used to invoke WFDgld contain the MD5 checksums of not only al
the tools being accessed, but also any extermsl tiley require (i.e. any DLLs, config files, etc.)

Each of these files should be verified (using thaction in the config file) at least once during WH
execution to ensure that the MD5 is valid. All fiegtions are logged as part of WFT's execution.

Hint: It is quite possible that as a user of WFT, ymay want to build multiple config files for use
depending on the type of response desired. Conéigéin be selected at run-time via the —cfg
argument.

Output of WFT should usually not be written to taeget machine’s fixed disk as this would alter
the system during the data collection process.
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WEFT In Action

: Uerifying “pclip.exe’ OK (md5=1C35D256AC672A873BDSA172CARCCI125) ]
: Running ‘peclip.exe’ [#23-118]1 COMPLETE

‘pelip.txt’ (md5=B637184627B4BFAB4768C12BAEDY?27ERD

‘peclip.htm’ (md5=59788FABB2DC45249535DEF86E1BEA33)

: Verifying ‘mem.exe’ OK (md5=86CBCF547AA3B128DB6DED4ABCS EEDERA)
: Running ‘mem.exe’ [#24/11@1C:\KTENDED \WINMPM~PUSWSBIN~BITRDRUR.SY¥S CO|

‘mem.txt’ (md5=83B8F73D31FEA4DABA3D?83649793892)>
‘mem.htm’ (md5=11557CAE2F718D2B4787114C7?9EC?5EF>

[PROCESSES 1
W7:13:48: Verifying ist. OK (md5=CA5383A7535BFA5759F1BBE?54AACA1EY

B?:13:48: Running * - [#25-118]1 COMPLETE
* (md5=AB5B723522187DE26B?A872F6CBBADG 7>
<md5=D2138DDE38CCB288DAEES42FC61A347D>

: Verifying - OK (md5=DDBF6344D23AC12DF3BA32E43AF6B1B3 >
: RBunning - [#26-118]1 COMPLETE
i (md5=64768D4EF?84A352373165DBF2CD?2F7>
(md5=789ECBABD7AA68DA3206B11EE12632D3 >
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This shows a capture of Windows Forensic ToolcfM&tT) in action. In this case, the output.

Version 2.0 makes changes to the way this outpdisfgayed making it more compact and easier
read. Additionally this screen capture demonssratee of the new features in 2.0 where WFT no
displays the number of current command being execalong with the total count to be executed.

Note The number of commands may be greater thanuhebar of lines in the file as the
<%drive%> macro is expanded for each of the sysigves.

For example, if [-drive argument] was 'CEF' and @@MMAND, OUTPUT, and MENU were:

<%toolpath% ><% executable% > /C dir <%drivedo >:\* * <%drive>_dir DIR
<%drivedo >

Then this would expand to three normal entries as:

<%toolpath% ><% executable% > /C dir C:\*.* C_dir DIRC
<%toolpath% ><% executable%o > /C dir E:\*.* E_dir DIRE
<%toolpath% ><% executable% > /C dir F:\*.* F_dir DIRF

to
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Example WFT Reports

2 Windos hest (WET) - Microsoft Intemnet Explorer
| Hle fde vew Favotes ook teb
WET Windows Forensic Toolchest (WET)
MADT
ABOUT
10G 5
CONFIG sic Toolchest (WFT) 5
ST =Dl
START ichest (WET) was written to provide an aul
START TIME a whie collecting
MEMORY IMAGE essentally a forensically enhanced batch processing shell capable of ua [ | (o SEA PR = -
DD MEMORY ‘producing HTML £ il d Youca PSLIST
ACCOUNTS
DUMP ‘page to navigate through these reports. e
FILE N IEEETN O (md5=CAS38307535BF05750F IBBEIS4AACALB)
TIMESTAMPS System Information I"’m ‘tools\pslist exe > ciwh_ouftatipslisttst
% System Name:  ID406899 MEM
e Operating System: Microsoft Windows 2000 Workstation 5.0 Servici| [SSepepmrrmmry .
T User Name admin PSTIST pslist . semmal bt
oo GV i
SUSTIGERIG) ectory.  CAWINNTisyster32 s pslist -- lst detaied information about processes
f{%n;;? System Date/Time: 04/11/2005 09:12:03 (24k) TOADED DILS
Bl : PSTAT -
ey Security Resources TLIST T ostist o (md5=0B5B793599187DE26BI0872F6CBBADET)
%5 SANS Tnstitte TLIST Palist 1.26 - Process T ister
Center for Tnternet Security TLIST Corst o 0 1o 401
TUPTIME Packet Storm CMDLINE ’
HISTORICAL information for ImaneEss:
PSUPTIME
Pid Pri Thd End  Priv
WHOAML D3 s o
NET DOMAIN 2,000 Copyright (C) 2003-200! s & a5 e 2a
NET USFR | 200 11 & 33 1080
220 13 10 sz 1248
238 13 17 407 6216
276 © 33 610 3024
288 ° 13 245 1638
a2 o s
260 8 5 201 2716
512 5 36 563 5396
ses & 12 180 3080
ss A "
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Windows Forensic Toolchest (WFT) provides outpuino data formats:

HTML Output Opening the index.htm file produced by WFT pd®s an easy to read and easy tq
navigate interface to the output of the variouds@ovoked via WFT. Each of the reports produce)
under WFT includes the MD5 checksum for the bir@ing run, the exact command line issued tp
generate the output, a description of the tool,taecdutput produced by the tool along with the
MD5 checksum associated with the output. The HTrglhorts are designed to be self-documenting
via the text provided in the configuration file.

[oN

Raw Text Output This format allows the viewer to see the outgithe individual command
exactly as it was produced. It is generally aidaa to, in any way, manipulate data being used as
evidence in a court of law. WFT seeks to presereeotiginal data while providing a user-friendlig
HTML version for viewing. The MD5 checksums proddder each of the output files during
collection provides a safeguard to ensure the dwutgm be verified at a later date.

=

WEFT Version 2.0 adds two subdirectories for thigpoiti— “html” and “txt”. Additionally it supports
system/date/time paths with auto directory creatiiobetter facilitate historical comparisons
between WFT runs or systems.
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Thank You For Attending

Questions?
Contact Monty McDougal
monty@foolmoon.net

|
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The author of this tool is open for suggestiongictsms of this tool, or offers to help improveeth

tool's config file and/or its documentation. Commteerelating to WFT can be sent to the author at
wft@foolmoon.net.

About the author: Monty holds the following magiegrees and certifications: BBA in Computer
Science / Management (double major) from AngeldeSthiversity, MS in Network Security from
Capitol College, CISSP, ISSEP, ISSAP, GIAC Certifiscident Handler (GCIH), GIAC Certified

Forensic Analyst (GCFA), and serves on the SANSHs&1id GCFA Advisory Boards.

Windows Forensic Toolchest (WFT) and this preséoriedre
Copyright © 2003-2006 Monty McDougal. All rightegerved.
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